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1. INTRODUCTION

1.1. Purpose

This document provides the system design of the Emergency Management
System (EMS) Center-to-Center (C2C) Interface Module. Contained within are
the system architecture, system requirements, interface control specifications
and system test plans.

1.2. Introduction

The Maricopa County Department of Transportation (MCDOT), Arizona
Department of Transportation (ADOT), and AZTech™ were awarded a federally
funded grant in 2004 to deploy an end-to-end communications system to improve
public safety and transportation collaboration in the Phoenix metropolitan area.
This deployment will result in the expansion of the AZTech™ program, and work
towards the deployment of an integrated emergency and transportation
operations communications network. The grant includes the following three
focus areas:

. Focus Area 1 — Strengthen AZTech™ Connectivity and Expand to
Public Safety;

o Focus Area 2 — Project Assessment and Concept Design for the
Regional Community Network; and

. Focus Area 3 — Radio Interoperability for Public Safety and
Transportation.

The AZTech™ Transportation and Public Safety Center-to-Center Needs
Assessment and Concept of Operations project supports Focus Area 1, and has
identified the desired functionality of center-to-center systems for transportation
and public safety agencies. This project developed a concept of operations; and
assessed public safety needs.

The Emergency Management System C2C Interface Modules were identified,
and will facilitate public safety response and traffic management efforts. Based
on a review of the existing Computer Aided Dispatch (CAD) systems in use
across the Valley and multiple discussions with public safety officials in various
positions, it was recommended that the integration of the CAD systems with the
C2C System be limited to two fire department CAD systems and the Maricopa
Region 911 mapping system. The vast majority of the Valley will be covered
upon the development of interfaces to the Phoenix Fire Department and Mesa
Fire Department, as they provide service to multiple jurisdictions.



The objective of this project is to deploy the first phase of the end-to-end
communications system between the City of Phoenix Fire Department and the
transportation community represented by the Maricopa County and Arizona
Departments of Transportation. The process by which this communications will
be accomplished is described in detail in the following sections.

1.3. Overview

The City of Phoenix Fire Department has a software module that receives 911
CAD information in real-time through a serial RS-232 interface. This information
is stored on a local computer and is made available to limited clients via the
intranet. The purpose of this internal system is to provide CAD details to
authorized clients without burdening the actual CAD system. This “parallel”
system has been developed by the Phoenix Fire Department staff.

As part of this C2C interface project, it would be desirable to enhance this
parallel system with a system that provides more flexibility in dissemination of the
CAD information. The Fire Department will develop a module that will
periodically “push” the CAD information. The Department may continue to use
their current intranet application to access the CAD data directly from the
relational database, or develop a new web-based application.

As shown in the following figure, this project will create a web service on the
MCDOT’s Regional Archived Data Server (RADS) that will receive “censored”
information from the Fire Department’s updated parallel server. This web service
will be accessible via the Internet, and will archive the “filtered” CAD data. The
web service will provide secure, filtered (or un-filtered) access to the CAD data.
The MCDOT Road Closure and Restriction System (RCRS) and ADOT Highway
Condition Reporting System (HCRS) will periodically “pull” information from the
RADS via XML messages using the National Standard IEEE 1512 Incident
Management (IM) family of standards. They will also be compatible with the
Web Services Center to Center Communications Standard, called NTCIP 2306.
Additionally, the RCRS would be able to send information to the HCRS using the
same XML standard message.



1.4. System Architecture
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Figure 1 - System Architecture

System Description

The EMS CAD system will periodically send a list of active events to
EMS CAD the RADS server using a defined XML message and web service. The
information provided by the Phoenix Fire Department system shall be
filtered so that only public information is available.

The MCDOT Regional Archived Data Server will receive information
from the EMS CAD system and archive it. This information will be
available to other authorized systems that may request it through
RADS available web services. The C2C XML message shall comply with the
National Standard IEEE 1512 Incident Management family of
standards, and be compatible with the Web Services Center to Center
Communications Standard, NTCIP 2306.

The MCDOT Road Closure and Restriction System (RCRS) will
RCRS periodically access EMS information from the RADS and make it
available to its clients. Additionally, the RCRS will be able to provide
information to the ADOT HCRS.

The ADOT Highway Condition Reporting System will periodically
access information from the RADS and RCRS systems. This
information will automatically be available to the HCRS authorized
HCRS users. An HCRS administrator will be able to specify whether a data
feed from a given data source (RADS and RCRS, for example) will
be automatically posted to the ADOT website and telephone system,
or only after being reviewed by an HCRS operator.




1. EMS CAD INTERFACE

1.1. Overview

This chapter describes the interface message to be received from the EMS CAD
system, and the constraints used to validate it. The final section of this chapter
contains the XSD document. This information was generated by the City of
Phoenix Fire Department Information Technology Department

The data provided by the EMS CAD system is considered to be information
that may be disseminated to the public.

1.2. Sample EMS CAD Data

The following table provides a sample of the data to be received from the EMS
CAD system. The final section of this chapter contains an XML representation of
the sample data.

Table 1- Sample EMS CAD Data

Field Example

Incident Number 06123456
Dispatch Date / Time 2006-04-19T09:30:47.0-07:00
Generalized Location

Address 1600 N 7TH AV, PHX

Intersection N 7TH AV/W MCDOWELL RD, PHX

Limited Access Roadway 117 @ W THOMAS RD NB UP, PHX
Latitude +33388499
Longitude -112081466

btwn 300 W LYNNE LN & 300 W ALTA VISTA

Cross Streets RD
Incident Status WF
Incident Status Description Working Fire
Alarm Level 1
Fire Department Jurisdiction Code | PHX
Fire Dept Jurisdiction Description | City of Phoenix
Number of Assigned Engines 5
Number of Assigned Ladders 2
Number of Assigned Ambulances | 1
Number of Assigned Chiefs 3
Number of Other Units Assigned 2
ITIS Description medical emergency




1.3. Data Selection Criteria

The following logic will be used to determine which of the EMS CAD events are
to be sent to the RADS EMS C2C web service.

Table 2 - EMS CAD Data Selection Criteria

Selection Criteria

Where Incident is located on Limited Access Roadway
or Nature Code like '962%'
or Number of Fire Department Units > 5

and Nature Code not in ('‘DRILL', 'TEST")

1.4. Location Guidelines
The following lists the type of locations that the EMS CAD system will provide.

Table 3 - EMS CAD Location Type

Location Type Description
A Address
I Intersection
L Limited Access Roadway

The location describing where the EMS CAD event occurred will be obfuscated
prior sending to the RADS EMS C2C web service. The rules for doing this are
described in the following table.

Table 4 - EMS CAD Location Guidelines

Location Guidelines

For Limited Access Roadways the Latitude and Longitude represent the location of the
freeway on-ramp or off-ramp closest to the incident.

For Surface Streets the Latitude and Longitude will be truncated to not show the actual
location, but rather the nearest street intersection.




1.5. Incident Status Constraints

The following table lists the values, or constraints, that the Incident Status field is
limited to. By default, the EMS CAD system will not send “Closed” or “Cancelled”

events to the RADS web service.

Table 5 - Incident Status Constraints

Incident Status Description

c Closed

GA Gancelled

CL All Clear

CO Code

GA Greater Alarm

MM Major Medical

RI Routine Incident

WF Working Fire

WHZ Working Hazardous Incident
WTR Working Technical Rescue

1.6. Fire Jurisdictions

The following table contains a list of the Fire Jurisdictions for which data may be
provided by the EMS CAD system. Events with jurisdictions outside of this list

will still be accepted.

Table 6 - Fire Jurisdictions

Jurisdiction Code Fire Jurisdiction
AGL Aguila

AHW Ahwatukee

AVO City of Avondale

BCC Black Canyon City

BMG Barry M. Goldwater Air Force Base
BUC Town of Buckeye

BUR Buckeye Valley Rescue EMS Area
BUV Buckeye Valley Fire District

CAR Carefree

CAV Cave Creek

CHA City of Chandler

DSY Daisy Mountain

ELM City of El Mirage

FTH Fountain Hills

GDY City of Goodyear

GIB Gila Bend




Jurisdiction Code Fire Jurisdiction
GIL Town of Gilbert

GLN City of Glendale

GRI Gila River Indian Reservation
GUA Town of Guadalupe

HRQ Harquahala Fire District

LAB Luke Air Force Base

LAP La Paz County

LAV Laveen

LFP Litchfield Park

MES City of Mesa

MRC Maricopa County

OTH Other city

PDV Town of Paradise Valley
PEO City of Peoria

PHX City of Phoenix

PNL Pinal County

PVN Palo Verde Nuclear Power Plant
QCR Queen Creek

SAP Scottsdale Airpark Municipal Airport
SCT City of Scottsdale

SCwW Sun City West

SLK Sun Lakes

SRI Salt River Indian Reservation
SUN Sun City

SUR City of Surprise

TMP City of Tempe

TOL City of Tolleson

TON Tonopah

YAV Yavapai County

YNG Youngtown

YUM Yuma County

1.7. Internal Description Translated to ITIS Description

In order to keep the exact nature of the incident private, the EMS CAD system
will translate the internal Nature Code and Description, to the nationally-
recognized ITIS descriptions and codes shown in the following table.

Table 7 — Internal Nature Code Translated To ITIS Description

Nature A —n ITIS

Code Default Internal Description ITIS Description Code
1000 CODE 1000 INCIDENT 531
962 962 INJURY ACCIDENT 515
962A 962 INJURY ACCIDENT 515




Ng;:;e Default Internal Description ITIS Description (I:-{)Ije
962BC 962 INV BICYCLE ACCIDENT INVOLVING A BICYCLE 519
962F 962 WITH FIRE INJURY ACCIDENT 515
962HM 962 W/HAZARDOUS MATL ACCIDENT INVOLVING HAZ MAT 525

ACCIDENT INVOLVING A
962MC 962 INVOLVING MOTORC MOTORCYCLE 521
ACCIDENT INVOLVING A
962P 962 INVOLVING PEDEST PEDESTRIAN 522
962PD 962 INVOLVING PD INJURY ACCIDENT 515
962R 962 ROLLOVER OVERTURNED VEHICLE 554
962W CAR INTO CANAL VEHICLE IN WATER 541
962X 962 EXTRICATION INJURY ACCIDENT 515
A1 ALERT ONE INCIDENT 531
A2 ALERT TWO INCIDENT 531
A21A ALERT TWO INCIDENT 531
A3 ALERT THREE INCIDENT 531
ABD ABDOMINAL PAIN MEDICAL EMERGENCY 527
ABDA ABDOMINAL PAIN MEDICAL EMERGENCY 527
ACUNIT AIR CONDITIONER BUILDING FIRE 3085
ALARM FIRE ALARM INDICATIO INCIDENT 531
ALLEY ALLEY FIRE INCIDENT 531
ALLRG ALLERGIC REACTION MEDICAL EMERGENCY 527
ALOC ALTERED LVL OF CONSC MEDICAL EMERGENCY 527
APPLIA APPLIANCE FIRE INCIDENT 531
APT APARTMENT FIRE BUILDING FIRE 3085
APT1A APARTMENT FIRE BUILDING FIRE 3085
ASSLT ASSAULT MEDICAL EMERGENCY 527
ASSLTM MINOR ASSAULT * AOI MEDICAL EMERGENCY 527
ASSLTS ASSLT * STAGE FOR PD MEDICAL EMERGENCY 527
ASSPD ASSIST PD * AOI INCIDENT 531
BACK BACK PROBLEM MEDICAL EMERGENCY 527
BACKM MINOR BACK INJ * AOI MEDICAL EMERGENCY 527
BARHOS BARRICADE HOSTAGE INCIDENT 531
BBQ BARBEQUE OUT OF CONT INCIDENT 531
BEE BEE ASSIGNMENT MEDICAL EMERGENCY 527
BITE ANIMAL BITE MEDICAL EMERGENCY 527
BITEM MINOR BITE * AOI MEDICAL EMERGENCY 527
BOATA BOAT ACCIDENT INCIDENT 531
BOATF BOAT FIRE VEHICLE ON FIRE 540
BR BRUSH FIRE BRUSH FIRE 3086
BR1A BRUSH FIRE BRUSH FIRE 3086
BRST BRUSH FIRE BRUSH FIRE 3086
BURN BURN INJURY MEDICAL EMERGENCY 527
BURNM MINOR BURN * AOI MEDICAL EMERGENCY 527
CB CHILDBIRTH MEDICAL EMERGENCY 527
CCTC CENTRAL CITY TREATMT MEDICAL EMERGENCY 527
CHOKE PERSON CHOKING MEDICAL EMERGENCY 527
CHOKEC CHILD CHOKING MEDICAL EMERGENCY 527




Ng;:;e Default Internal Description ITIS Description (I:-{)Ije
CHOKEP INFANT CHOKING MEDICAL EMERGENCY 527
CKBEE CHECK BEES * AOI INCIDENT 531
CKELEC CHECK ELECTRICAL INCIDENT 531
CKFOUT CHECK FIRE OUT INCIDENT 531
CKHAZ CHECK HAZARD INCIDENT 531
CKWELF CHECK WELFARE MEDICAL EMERGENCY 527
CODE CODE MEDICAL EMERGENCY 527
CODEC CHILD CODE MEDICAL EMERGENCY 527
CODEP INFANT CODE MEDICAL EMERGENCY 527
COMCAR CRISIS CARE MEDICAL EMERGENCY 527
COMM COMMERCIAL STRUCTURE BUILDING FIRE 3085
COVAMB COVER FD AMBULANCE INCIDENT 531
CP CHEST PAIN MEDICAL EMERGENCY 527
CRASH AIRCRAFT DOWN AIR CRASH 3094
CROWD CHECK CROWDING * AOI INCIDENT 531
CSPACE CONFINED SPACE RES MEDICAL EMERGENCY 527
CuUT CUTTING MEDICAL EMERGENCY 527
CUTM MINOR CUTTING * AOI MEDICAL EMERGENCY 527
CUTS CUTTING*STAGE FOR PD MEDICAL EMERGENCY 527
CVA STROKE MEDICAL EMERGENCY 527
DB DIFFICULTY BREATHING MEDICAL EMERGENCY 527
DEBRIS DEBRIS FIRE INCIDENT 531
DIAB DIABETIC PROBLEM MEDICAL EMERGENCY 527
DL DRUG LAB INCIDENT 531
DOWN PERSON DOWN MEDICAL EMERGENCY 527
DR DROWNING MEDICAL EMERGENCY 527
DR2 DROWNING * 2 VICTIMS MEDICAL EMERGENCY 527
DR3 DROWNING * 3 VICTIMS MEDICAL EMERGENCY 527
DRYER DRYER FIRE INCIDENT 531
DUMP DUMPSTER FIRE INCIDENT 531
ELEC ELECTROCUTION MEDICAL EMERGENCY 527
ELEV STUCK ELEVATOR * AQI INCIDENT 531
ENG SERVICE CALL INCIDENT 531
EVENT SPECIAL EVENT MAJOR EVENT 3841
EYE EYE INJURY MEDICAL EMERGENCY 527
EYEM MINOR EYE INJ * AOI MEDICAL EMERGENCY 527
FALL FALL INJURY MEDICAL EMERGENCY 527
FALLA FALL INJURY MEDICAL EMERGENCY 527
FALLM MINOR FALL INJ * AOI MEDICAL EMERGENCY 527
FENCE FENCE FIRE INCIDENT 531
FIELD FIELD FIRE GRASS FIRE 3087
FLOOD CHECK FLOODING * AOI INCIDENT 531
FUEL FUEL SPILL FUEL SPILL 549
FUELF FUEL SPILL FUEL SPILL 549
FUELH FUEL SPILL FUEL SPILL 549
GARAGE GARAGE FIRE BUILDING FIRE 3085




Ng;:;e Default Internal Description ITIS Description (I:-{)Ije
GASL NATURAL GAS LEAK GAS LEAK 1305
GASM BROKEN NATURAL GAS M GAS LEAK 1305
GASS NATURAL GAS LEAK INS GAS LEAK 1305
GRASS GRASS FIRE GRASS FIRE 3087
GSwW GUNSHOT WOUND MEDICAL EMERGENCY 527
GSwW2 GUNSHOT VICTIM X 2 MEDICAL EMERGENCY 527
GSW2PD GUNSHOT VICTIM X 2 MEDICAL EMERGENCY 527
GSwW3 GUNSHOT VICTIM X 3 MEDICAL EMERGENCY 527
GSW3PD GUNSHOT VICTIM X 3 MEDICAL EMERGENCY 527
GSWPD GUNSHOT WOUND - PD MEDICAL EMERGENCY 527
GSWS GUNSHOT WOUND-STAGE MEDICAL EMERGENCY 527
GSWSPD GUNSHOT WOUND-STAGE MEDICAL EMERGENCY 527
HA HEART PROBLEMS MEDICAL EMERGENCY 527
HANG HANGING MEDICAL EMERGENCY 527
HAZ HAZARDOUS SITUATION HAZARDOUS MATERIALS SPILL 550
HAZ1A HAZARDOUS SITUATION HAZARDQOUS MATERIALS SPILL 550
HAZ2-1 HAZARDOUS SITUATION HAZARDOUS MATERIALS SPILL 550
HAZMED HAZARDOUS SITUATION HAZARDOUS MATERIALS SPILL 550
HEAD HEADACHE MEDICAL EMERGENCY 527
HEAT ILL PERSON (HEAT) MEDICAL EMERGENCY 527
HMED1A HAZARDOUS SITUATION HAZARDQOUS MATERIALS SPILL 550
HMED21 HAZARDOUS SITUATION HAZARDOUS MATERIALS SPILL 550
HOUS1A HOUSE FIRE BUILDING FIRE 3085
HOUSE HOUSE FIRE BUILDING FIRE 3085
HR1A HIGH RISE FIRE BUILDING FIRE 3085
HR2-1 HIRISE 3-1 RESPONSE BUILDING FIRE 3085
HR3-1 HIRISE 3-1 RESPONSE BUILDING FIRE 3085
HSB TLO RESPONSE INCIDENT 531
HVYRES HEAVY RESCUE MEDICAL EMERGENCY 527
ILL ILL PERSON MEDICAL EMERGENCY 527
ILLA ILL PERSON MEDICAL EMERGENCY 527
ILLEG ILLEGAL BURNING INCIDENT 531
INJ INJURED PERSON MEDICAL EMERGENCY 527
INJA INJURED PERSON MEDICAL EMERGENCY 527
INJM MINOR INJURY * AOI MEDICAL EMERGENCY 527
INJPD INJURED PD OFFICER MEDICAL EMERGENCY 527
INJX INJURED PERSON MEDICAL EMERGENCY 527
INTB INTERNAL BLEEDING MEDICAL EMERGENCY 527
JUMP ASSIST PD (JUMPER) INCIDENT 531
JUMPA ASSIST PD (JUMPED) MEDICAL EMERGENCY 527
LAD SERVICE CALL INCIDENT 531
LIFT LIFT ASSIST * AOI INCIDENT 531
LOCK LOCK OUT INCIDENT 531
MAT MATERNITY PROBLEMS MEDICAL EMERGENCY 527
MED1A MEDICAL RESPONSE MEDICAL EMERGENCY 527
MED2-1 MEDICAL RESPONSE MEDICAL EMERGENCY 527




Ng;:;e Default Internal Description ITIS Description (I:-{)Ije
MED3-1 MEDICAL RESPONSE MEDICAL EMERGENCY 527
MEDALM MEDICAL ALARM MEDICAL EMERGENCY 527
MMRS METRO MEDICAL RESPNS MEDICAL EMERGENCY 527
MOBILE MOBILE HOME FIRE BUILDING FIRE 3085
MOVEUP MOVE UP INCIDENT 531
MTNRES MOUNTAIN RESCUE MEDICAL EMERGENCY 527
NBC HAZARDOUS SITUATION HAZARDOUS MATERIALS SPILL 550
NOSE NOSE BLEED MEDICAL EMERGENCY 527
o]D) OVERDOSE MEDICAL EMERGENCY 527
ODOR CHECK AN ODOR * AQI INCIDENT 531
ODS OVERDOSE*STG FOR PD MEDICAL EMERGENCY 527
OH OPEN HYDRANT * AQI INCIDENT 531
OVEN OVEN FIRE BUILDING FIRE 3085
PDCCU ASSIST PD INCIDENT 531
POISN POISON INGESTION MEDICAL EMERGENCY 527
POLE POLE FIRE INCIDENT 531
POOL CHECK POOL * AOI INCIDENT 531
PVT PRIVATE AMBULANCE MEDICAL EMERGENCY 527
PVTAH PVT AMB HELICOPTER MEDICAL EMERGENCY 527
REFRIG CHECK REFRIG * AQOI INCIDENT 531
RES RESCUE CALL MEDICAL EMERGENCY 527
RES1A RESCUE CALL MEDICAL EMERGENCY 527
RES2-1 RESCUE CALL MEDICAL EMERGENCY 527
RES3-1 RESCUE CALL MEDICAL EMERGENCY 527
RIC 3-1 RIC RESPONSE BUILDING FIRE 3085
RIC1A 1A RIC RESPONSE BUILDING FIRE 3085
SEIZ SEIZURE MEDICAL EMERGENCY 527
SEIZA SEIZURE MEDICAL EMERGENCY 527
SERV SERVICE CALL * AQOI INCIDENT 531
SHED SHED FIRE INCIDENT 531
SLAMB PRIVATE AMBULANCE MEDICAL EMERGENCY 527
SMOKEI SMOKE INSIDE STRUCTU BUILDING FIRE 3085
SMOKEO SMOKE IN THE AREA BUILDING FIRE 3085
STAB STABBING MEDICAL EMERGENCY 527
STABS STABBING-STG FOR PD MEDICAL EMERGENCY 527
STOVE STOVE FIRE BUILDING FIRE 3085
STR STRUCTURE FIRE BUILDING FIRE 3085
STR1A STRUCTURE FIRE BUILDING FIRE 3085
SV SERVICE VAN REQUEST INCIDENT 531
TASER INJRD PERSON (TASER) MEDICAL EMERGENCY 527
TRAIN TRAIN FIRE INCIDENT 531
TRANSF TRANSFORMER FIRE INCIDENT 531
TRASH TRASH FIRE INCIDENT 531
TREE TREE FIRE INCIDENT 531
TREERS TREE RESCUE MEDICAL EMERGENCY 527
TRENCH TRENCH RESCUE MEDICAL EMERGENCY 527




Ng;:ree Default Internal Description ITIS Description cl:'l;IdSe
UNC UNCONSCIOUS PERSON MEDICAL EMERGENCY 527
UNKF UNKNOWN FIRE INCIDENT 531
UNKM UNKNOWN MEDICAL MEDICAL EMERGENCY 527
UNKM2 UNKNWN MEDICL CODE 2 MEDICAL EMERGENCY 527
UTIL SERVICE CALL INCIDENT 531
VEH VEHICLE FIRE VEHICLE ON FIRE 540
VEHA VEHICLE-ABOVE GROUND VEHICLE ON FIRE 540
VEHEXP VEHICLE FIRE W/EXPOS VEHICLE ON FIRE 540
VEHU VEHICLE-UNDERGROUND VEHICLE ON FIRE 540
WATER WATER RESCUE MEDICAL EMERGENCY 527
WF REPORTD WORKING FIRE BUILDING FIRE 3085
WF1A WORKING FIRE BUILDING FIRE 3085
WFMED REPORTD WORKING FIRE BUILDING FIRE 3085
WIRES CHECK LINES DOWN INCIDENT 531




1.8. EMS CAD Schema

The following figure represents the XML Schema Definition document that will be
used to validate the incidents received from the EMS CAD system.
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